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Background 

HF-AIR™ is an online investigation tool that has a strong focus on understanding the human 

factors of an incident. The tool was developed by a team of experts from a range of disciplines 

and with a wide variety of industry experience. It has been tested and had input from a variety of 

industries including oil and gas, utilities and military defence.  HF-AIR™ supports investigators in 

identifying the underlying Cognitive Origins™ of behaviours that have occurred. The HF-AIR™ tool 

also supports investigators in identifying non-behavioural root causes. 

The language used throughout the tool is deliberately simple but is based on a rigorous and in-

depth understanding of the research. The key benefits of the HF-AIR™ tool are: 

• Upskill investigators in human factors awareness and interviewing

• Pinpoint system & cognitive origins of behaviours

• Map how Critical Moments of incidents link to the end outcome

• Develop specific & effective recommendations

• Work quickly using our streamlined & intuitive analysis process

• Produce quality automated reports

• Identify the human factors trends impacting your business

• Share industry human factors trends

This technical document was developed in order to communicate the purpose, principles and 

research that underpin the HF-AIR™ tool.   

Guiding Principles 

When developing HF-AIR™ we had in mind at all times the end user. We designed the tool so that 

it can be used by people with a wide range of investigation experience but who share some key 

requirements. For instance, the need to understand the context of behaviours and the wider 

impact of the system, a desire to identify HF issues without getting bogged down in complicated 

terminology and a need for efficiency. With our users in mind the following guiding principles 

were, at all times, front and centre of the HF-AIR™ design.   
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Simple Language 

One of the core elements of the HF-AIR™ system is the simplicity of the language used within the 

system. The goal being that any investigator can easily pick up, use and understand the content. 

To achieve this, we have: 

• adapted any confusing terms. Some terms are unnecessarily complicated and 

unclear. As an example, for cognitive biases such as sunk-cost fallacy, clustering 

illusion or planning fallacy it is not immediately clear what they mean. We have 

created our own terms in these cases so that they are easier to understand.  

• made our explanations short and to the point. All of our definitions use simple 

and clear language so they can be easily and quickly understood. 

• developed recommendations that are specific and succinct. As we allow 

investigators to choose up to 4 Cognitive Origins™ we were able to be very specific 

with our recommendations and limit them to no more than 3 bullet points (in most 

cases). The recommendations encourage investigators to think through the 

different reasons for the behaviour and how they will address the issues they have 

identified. 

Intuitive & Practical Design 

The design and process of completing HF-AIR™ is extremely intuitive. We have included features 

such as the timeline, automated report generation and analysis graphs that enable the 

investigator to keep an overview of the incident, avoid duplication and quickly produce reports.  

We have kept our categories to a manageable amount so that investigators are not 

overwhelmed. As an example, we have 30 contextual factors and have refined these so that they 

cover the key elements but not to the level of detail that will become burdensome for the 

investigator. The process of analysing Critical Moments is quick and intuitive. 

Multiple Origins, not one root cause 

We believe that there is rarely a single root cause of behaviours. Usually, there will be a number 

of reasons (Cognitive Origins™) that contribute to the behaviour occurring. As an example, if an 

individual makes a bad plan it may be due to these 3 things in combination: 1) not thinking 

through the possible options; 2) making assumptions about the purpose of the plan; 3) lacking 

the necessary experience. Therefore, we do not force investigators to select only one ‘root cause’ 

that caused the behaviour. 
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A ‘systems’ approach 

It is widely accepted that behaviours are often a result of, or at least influenced by the system 

that the person is working in. Where possible (it is not always possible) we have identified the 

Cognitive Origin as a system-based cause (e.g. Contradicting Cues/Signals) rather than a human 

cause (e.g. the person was confused). This makes it easier for investigators to understand the 

system issues that need addressed as well as shifting blame from the individuals where it is not 

warranted.  

In addition, the COA™ does not refer to violations, but to Planned Deviations and seeks to 

understand why the planned deviation made sense at the time. Many times, this is to do with the 

individual trying to manage a situation as best they can (Situational Resilience) or reacting with 

instinct under considerable pressures (Exceptional events).  
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Critical Moments 

The Critical Moments (CM) of an incident are those that contributed to the negative outcome.  

This includes moments in the past that may have set up the (latent) conditions that allowed the 

incident to occur. The CM’s can either be 5M Causes (Machinery; Methods; Materials; Mother-

nature; Measurement) or Behaviours. 

The investigator enters the Critical Moments (CM) into the system which will allow the 

investigation team to see at a glance when events have occurred. Users can zoom in and out on 

the timeline, view CM descriptions and associated photographs. This is also where they select a 

CM to analyse.  

 

CM Behaviours are then analysed using Cognitive Origins Analysis™ which includes using the 

SUPPA™ model and identifying contextual factors. 5M causes are analysed using the 5-why 

analysis. The following pages outline the background to these approaches. 
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Cognitive Origins Analysis™ 

 

At the centre of our approach in understanding human behaviour is our SUPPA™ (Scan – 

Understand – Predict – Plan – Act) model. The SUPPA™ model is an operational model of 

Situational Awareness. Situational awareness describes a dynamic process where an individual 

takes in information from the outside world (Scan), makes sense of it (Understand) and then 

uses this information (in combination with their own knowledge) to predict and plan for what will 

happen next. The process is dynamic as the individual’s awareness and knowledge of the 

situation and environment (their ‘mental model’) is being continually updated.   

The most well-known model of situational awareness was developed by Endsley (1995a) where 

she highlighted the importance of factors such as workload, ability, experience, training, 

memory, preconceptions, culture and procedures on each stage of the situational awareness 

process.  

We chose the concept of ‘situational awareness’ as the basis for our model as research has 

continually highlighted that it is often the main causal factor in incidents (Hartel et al., 1991; 

Endsley, 1995b; O’Dea & Flin, 1998). Through identifying the stage of situational awareness that a 

failure has occurred we can go on to look at the factors that influence that particular step of the 

cognitive process and pinpoint specific Cognitive Origins™.  

Various authors have highlighted the reasons why we might fail at different stages of situational 

awareness.  Reason & Takano (1999) outline the role of working and long-term memory as well 

as the impact of cognitive biases on cognitive tasks. Endsley (1995a) highlights the importance of 



 
 
 
 

 

www.IHF.co.uk      -      T: 0131 201 2085      -      @  info@ihf.co.uk      -      LI:  IHF Limited      -     TW:  @IntHumanFactor 

  

external factors such as ‘data being difficult to detect/perceive’ contributing to scanning failures. 

Research has identified that external factors are often coupled with internal mental processes. 

For instance, research has shown that individuals can become so fixated on a task that they miss 

other (sometimes obvious) information. Or individuals recognise familiar situations and then 

selectively perceive information, filtering out information that is not expected. We have reviewed 

the available research and identified the key external and internal causes of failure.   Not all of 

these high-level causes will apply at every step of the SUPPA™ model. For instance, the 

Understand step is impacted by only Cognitive bias, Rigour, Knowledge and Unpredictable 

situation/system. 

Table: High Level Causes of Failure 

External Causes of Failure Internal causes of failure 

Clarity of signals/cues Vigilance 

Confusing signals/cues Recall 

Unpredictable situations/systems Cognitive Bias 

Distraction (external) Knowledge 

Equipment/workplace Rigour 

Social Influence Zoning out 

Situational resilience Communication slip 

Exceptional events Physical slip 

Planning context Routine gains 

 

Cognitive Origins™ 

Each of these high-level causes contains a number of Cognitive Origins™, which are the 

underlying specific reasons for the behaviour. For instance, Knowledge can be broken into 

specific areas such as risk awareness, experience and base knowledge.  The Cognitive Origins™ 

displayed under the high-level category are different depending on which step of the SUPPA™ 

model the failure occurred at. For instance, the cognitive biases that impact the Plan step 

include ‘avoiding losses’ and ‘optimism bias’ whereas at the Understand step they include 

‘availability bias’ and ‘confirmation bias’. At each of the SUPPA™ model steps there are between 

10 – 21 Cognitive Origins™ (average of 17) to choose from and the investigator can choose up to 
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4. This gives the investigator the option to consider all the key underlying reasons without being

forced to select just one. 

Planned Deviations 

The Plan step is split into two groups of high-level causes. One that involves no known deviation 

from a rule/procedure and the other where the individual made a planned deviation. The 

literature (see HSG 48) splits human failures into two categories: errors and violations. The HSE 

describe violations as ‘deliberate deviations from rules, procedures, instructions and regulations’. 

As these deviations are planned the research suggests that they can be explained in terms of 

social and motivational factors and require a different approach (Reason et al., 1990). 

Our Cognitive Origins™ relating to planned deviations are based on the Theory of Planned 

Behaviour (TPB). The TPB (Ajzen, 1985) is an established model in Psychology that helps users 

understand the precursors and influences on a planned behaviour and has been shown to highly 

predict intentions to act (Armitage and Conner, 2001). Essentially, the model highlights that an 

individuals’ intention to perform a behaviour is influenced by their attitudes and beliefs towards 

the behaviour, the opinions and behaviour of others (subjective norms) and the real or perceived 

control they have over achieving the behaviour. The model is widely used and the success of its 

application is based on accurately conceptualising and capturing the attitudes, norms and 

perceived control. 
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Attitudes 

In order to categorise the beliefs that an individual might have had about the behaviour at the 

time of the planned deviation we have adapted the work of Reason (1990) and Mason (1997) on 

the different ‘kinds’ of deviations (violations) to create 3 categories: ROUTINE GAINS; 

SITUATIONAL RESILIENCE; EXCEPTIONAL EVENTS. Within these categories we developed 

specific Cognitive Origins™ that may have influenced the behaviour. The specific Cognitive 

Origins™ were developed by completing a thematic analysis of major incidents and the relevant 

research.  

The 3 categories are: 

• ROUTINE GAINS 

o Routine Gains can influence individuals’ so that they slowly drift from the 

prescribed way of doing things and new accepted methods are established (work-

as-done). There might be a variety of gains for the individual in the new method of 

work such as improved efficiency, quality or prioritisation. 

• SITUATIONAL RESILIENCE 

o Situational deviations occur when individuals find themselves in a position where 

they feel it is necessary to deviate from the rules to get the job done successfully.  

These situations can include when circumstances change, the procedures are 

deficient or resources are lacking.  

• EXCEPTIONAL EVENTS 

o Exceptional events are when an unexpected and urgent event occurs that requires 

an individual to respond in the moment. In this case an individual may act on 

impulse or intuition.  

Subjective Norms (Social Influence) 

Subjective norms refer to the individuals’ beliefs about whether other (important) people 

approve and support a behaviour. These norms are formed based on what other people do 

(descriptive norms) and say (social norms) in relation to the behaviour and the resulting social 

pressure. An absence of any opinion can also be seen as condoning or accepting a deviation. 

Although the research on the impact of subjective norms on intentions is not always consistent, 

there are many studies that have found a strong relationship (E.g. Ham et al., 2015) between the 

two. 
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Perceived Behavioural Control (PBC) 

This relates to an individual’s perceived (or actual) control over the behaviour. This may relate to 

the individuals’ beliefs about their own personal abilities or it could relate to not having the 

correct physical resources, making it physically difficult or impossible to perform the behaviour. 

With regards to our model these PBC aspects (E.g. procedures, available time etc.) are captured 

in our set of contextual factors. 

Contextual Factors 

These are additional factors that give a wider contextual understanding of the behaviour. They 

help explain the situation at the time for an individual and the all things that may have negatively 

impacted the performance of the behaviour. They are often referred to using other terms such 

as Performance Influencing Conditions or Error Producing Conditions. The HSE splits these 

factors into 3 categories:  Job; Person; and Organisation 

(https://www.hse.gov.uk/humanfactors/topics/pifs.pdf). There are many different lists of these 

factors and each tend to include similar items including items such as procedures, training, 

environmental issues, communication, workplace design etc.  The lists often overlap to a large 

extent (see this review: http://www.think.aero/HRA/Ref6.pdf).  In creating our contextual factors, 

we reviewed and themed existing frameworks and researched the factors that affect 

performance the most. 

We created a list of 30 contextual factors that strike a good balance between covering the main 

contextual items but not being over-cumbersome. The items are divided into 7 themes: Task 

Preparation; Equipment & Interfaces; Work Pressures; Individual factors; Work Culture; Working 

Conditions; Workforce Management. It is possible that even if a situation was present it may not 

really have impacted the performance of the individual. For instance, even if an individual did not 

have had access to written instructions it might not have impacted their performance that much 

if they knew the job well.  In order to ascertain whether the contextual factor made a significant 

difference to the incident, investigators are asked to select whether it had a high/medium/low 

impact on the behaviour.  In essence it is a mixture of the factual and observable situation with 

how the individual interprets the situation based on their beliefs and understanding that creates 

the impact (see note below).  

NOTE: The recent (2020) white paper by the Chartered Institute of Ergonomics and Human 

Factors (CIEHF -https://www.ergonomics.org.uk/CIEHFLearningfromAdverseEvents) describes 

https://www.hse.gov.uk/humanfactors/topics/pifs.pdf
http://www.think.aero/HRA/Ref6.pdf
https://www.ergonomics.org.uk/CIEHFLearningfromAdverseEvents


www.IHF.co.uk      -      T: 0131 201 2085  - @  info@ihf.co.uk -  LI:  IHF Limited - TW:  @IntHumanFactor

two concepts: the situational factors (the factual circumstances of the behaviour) and the 

contextual factors (the meaning people assign to the situation based on past experiences, beliefs 

and perceptions).  They highlight that it is this interaction between the situational and the 

contextual factors that creates the impact on performance.  

5M-Causes 

The 5M causes are based on the descriptions developed by Kaoru Ishikawa as part of the 

development of the fishbone (cause and effect) analysis. The fishbone analysis is widely used as 

a simple tool to resolve quality issues and to understand root causes. The 5M’s stand for 

Machine, Material, Method, Measurement and Mother Nature. In the HF-AIR™ tool anything that 

is not a behaviour is categorised as one of the 5M’s. In order to analyse a 5-M cause issue we use 

the popular technique ‘5-why analysis’. The theory of ‘5-why’ is simple. Through repeatedly asking 

‘why’ until it does not make sense to do so anymore (could be less than 5 times) the investigator 

is able to systematically identify the underlying root cause. We link our 5-why method to 

behaviours so that any root causes that are behaviours are analysed further using the SUPPA™ 

model. 

Research and Bibliography 

HF-AIR™ is built on a wealth of Ergonomics, Human Factors and Psychological research. We have 

listed here many of the articles and books that informed the tool. 

Ajzen I. (1985) From Intentions to Actions: A Theory of Planned Behavior. In: Kuhl J., 

Beckmann J. (eds) Action Control. SSSP Springer Series in Social Psychology. Springer, Berlin, 

Heidelberg 

Amalberti, R & Vincent, C. (2019). Managing risk in hazardous conditions: improvisation is not 

enough. BMJ Quality & Safety. 29. bmjqs-2019. 10.1136/bmjqs-2019-009443. 

Armitage, C., J., & Conner, M. (2001), “Efficacy of the Theory of Planned Behaviour: A Meta-

analytic Review,” British Journal of Social Psychology, 40, 471-99. 

Brizon, A., & Wybo, J. (2009). The life cycle of weak signals related to safety. International Journal 

of Emergency Management. 6. 10.1504/IJEM.2009.029241. 

Chen-Wing, S. & Davey, E. (2009). Designing To Avoid Human Error Consequences. 



www.IHF.co.uk      -      T: 0131 201 2085  - @  info@ihf.co.uk -  LI:  IHF Limited - TW:  @IntHumanFactor

Edmondson, A. (1999). Psychological Safety and Learning Behavior in Work Teams. Administrative 

Science Quarterly, 44(2), 350-383. doi:10.2307/2666999 

Endsley, M. R. (1995a). Toward a Theory of Situation Awareness in Dynamic Systems. Human 

Factors, 37(1), 32–64. https://doi.org/10.1518/001872095779049543 

Endsley, M. R. (1995b). A taxonomy of situation awareness errors, human factors in aviation 

operations;. Proceedings of the 21st Conference of the European Association for Aviation 

Psychology (EAAP). 3. 287-292. 

Farrington-Darby, T& Pickup, L & Wilson, J. (2005). Safety culture in railway maintenance. Safety 

Science. 43. 39-60. 10.1016/j.ssci.2004.09.003. 

Fogarty G, J., & Shaw, A. (2010) Safety climate and the theory of planned behavior: towards the 

prediction of unsafe behavior. Accid Anal Prev. 2010 Sep;42(5):1455-9. doi: 

10.1016/j.aap.2009.08.008. Epub 2009 Sep 1. PubMed PMID: 20538101. 

Gibson, W. H., (2007) Deliverable D1-2: Technical Basis Description of the CARA EPCs. 

Downloaded from: http://www.think.aero/HRA/Ref6.pdf. 

Ham, M., Jeger, M., & Ivković, A. F. (2015) The role of subjective norms in forming the intention to 

purchase green food, Economic Research-Ekonomska Istraživanja, 28:1, 738-

748, DOI: 10.1080/1331677X.2015.1083875 

Hartel, C. E., Smith, K., & Prince, C. (1991, April). Defining aircrew coordination: Searching 

mishaps for meaning. Paper presented at the Sixth International Symposium on Aviation 

Psychology, Columbus, OH. 

HFRG (2003) Improving Compliance with Safety Procedures—Reducing Industrial 

Violations, Safety and Reliability, 23:3, 29-35, DOI: 10.1080/09617353.2003.11690765 

HSE, 1999. HSG48 Reducing Error And Influencing Behaviour. Norwich: HMSO, pp.7-19. 

HSE, 2007. RR543 Development of a working model of how human factors, 

safety management systems and wider organisational issues fit together. Norwich: HMSO 

https://doi.org/10.1518/001872095779049543
http://www.think.aero/HRA/Ref6.pdf
https://doi.org/10.1080/1331677X.2015.1083875
https://doi.org/10.1080/09617353.2003.11690765


 
 
 
 

 

www.IHF.co.uk      -      T: 0131 201 2085      -      @  info@ihf.co.uk      -      LI:  IHF Limited      -     TW:  @IntHumanFactor 

  

Isaac, A., Shorrock, S. T., Kennedy, R., Kirwan, B., Andersen, H. B., & Bove, T. (2003). Technical 

review of human performance models and taxonomies of human error in ATM (HERA). HRS/HSP-002-

REP-01 

Isaac, A., Shorrock, S. T., Kennedy, R., Kirwan, B., Andersen, H. B., & Bove, T. (2003). Short Report 

on Human Performance Models and Taxonomies of Human Error in ATN. HRS/HSP-002-REP-02 

Isaac, A., Shorrock, S. T., Kennedy, R., Kirwan, B., Andersen, H. B., & Bove, T. (2003). The human 

error in ATM technique (HERA-JANUS). HRS/HSP-002-REP-03 

Ishikawa, Kaoru (1990); (Translator: J. H. Loftus); Introduction to Quality Control; 448 p; ISBN 4-

906224-61-X OCLC 61341428 

Jones, C., Phipps, D., & Ashcroft, D. (2018). Understanding procedural violations using Safety-I 

and Safety-II: The case of community pharmacies. Safety Science. 105. 114-120. 

10.1016/j.ssci.2018.02.002. 

Kahneman, D. (2011). Thinking, fast and slow. Farrar, Straus and Giroux. 

Kim,J. W.,  & Jung, W. (2003). A taxonomy of performance influencing factors for humanreliability 

analysis of emergency tasks Journal of Loss Prevention in the Process Industries 16 (2003) 479–

495 

Mason, S. (1997). Procedural violations - causes, costs and cures. In F. Redmill and K.J. Rajan 

(Eds.), Human Factors in Safety Critical Systems (pp. 287-318). Oxford, England: Butterworth-

Heinemann. 

O'Dea, A & Flin, Rhona. (2001). Site managers and safety leadership in the offshore oil and gas 

industry. Safety Science. 37. 39-57. 10.1016/S0925-7535(00)00049-7.  

Reason, J. 1990. Human Error. Cambridge, UK. Cambridge University Press. 

Reason J, Manstead A, Stradling S, Baxter J, Campbell K. (1990) Errors and violations on the roads: 

a real distinction?. Ergonomics.;33(10-11):1315-1332. doi:10.1080/00140139008925335 

Roth, E.M., Mumaw, R.J., & Lewis, P.M. (1994). An empirical investigation of operator performance 

in cognitively demanding simulated emergencies (NUREG/CR--6208). United States 

http://scholar.google.com/scholar?cluster=4721828875101848532&hl=en&oi=scholarr
http://scholar.google.com/scholar?cluster=4721828875101848532&hl=en&oi=scholarr
https://en.wikipedia.org/wiki/ISBN_(identifier)
https://en.wikipedia.org/wiki/Special:BookSources/4-906224-61-X
https://en.wikipedia.org/wiki/Special:BookSources/4-906224-61-X
https://en.wikipedia.org/wiki/OCLC_(identifier)
https://www.worldcat.org/oclc/61341428


 
 
 
 

 

www.IHF.co.uk      -      T: 0131 201 2085      -      @  info@ihf.co.uk      -      LI:  IHF Limited      -     TW:  @IntHumanFactor 

  

Shorrock, S. T., & Kirwan, B. (2002). Development and application of a human error identification 

tool for air traffic control. Appl Ergon. 2002 Jul;33(4):319-36. 

Shorrock, S. T., & Williams, C. A. (2016) Human factors and ergonomics methods in practice: three 

fundamental constraints, Theoretical Issues in Ergonomics Science, 17:5-6, 468-482, DOI: 

10.1080/1463922X.2016.1155240 

Stanton, N. A.; Chambers, P. R. G. & Piggott, J. (2001) Situational awareness and safety. Safety 

Science 39 189-204. 

Stedmon, A., Lawson, G., Lewis, L. et al. Human behaviour in emergency situations: Comparisons 

between aviation and rail domains. Secur J 30, 963–978 (2017). https://doi.org/10.1057/sj.2015.34 

Takano K., Reason J. (1999). Psychological biases affecting human cognitive performance in 

dynamic operational environments. Journal of Nuclear Science and Technology, 36 (11) , pp. 1041-

1051. 

Von der Heyde, A (2015). Understanding the determinants of safety-related rule violations: 

Integration of ergonomic, organisational and cognitive perspectives and discovering empirical 

evidence regarding the impact of the framing of production outcomes, goods at stake, 

personality and the communication and implementation of audits on rule-related behaviour. 

Online: https://duepublico2.uni-due.de/receive/duepublico_mods_00037181. 

Xie, Anping & Carayon, Pascale. (2015). A systematic review of Human Factors and Ergonomics 

(HFE)-based healthcare system redesign for quality of care and patient safety. Ergonomics. 58. 

33-49. 10.1080/00140139.2014.959070. 




